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3. 29 ARET #AH AHA=

o "= AH7F NICE o|UMEBE F3f 95 www.cyberseekorgoll A= AfolE.QE 2579}
Apolmlm gt 1ol F2 HRstl (s FE LT9he) A4AE 6/1E A

Security+, CISSP, GIAC, CISA, CISM, CIPP

O ChyerGuard7} A3 ITHZ7FE $gk 100] Afe]HHEF AFAA| =21
CIPP/US, CISM, CISA, CISSP, CCNA, CCNP, Security+, CHFI

CEH, CRISC,

O coursera’t A4S 217] A& 100 AFIHEQF AAA (W= U] T2 G131 o] Eo AAE
s A4 A28 o CISSP, CISA, Security+, CEH, CISM, GSEC, SSCP, CASP, GCIH,
OSCP <% 2-30>

<E 2-30> 0|3 f 7oATEIAO|Eof|Mel XIAS HAM A (22 12€)

Certification LinkedIn Indeed Simply Hired Total
CISSP 159,912 14,401 8,780 183,093
CISA 37,606 7,688 4,019 49,313
Security+ 7,366 10,161 3,235 20,762
CEH 16,402 2,425 1,468 20,295
CISM 8,436 4,145 2,573 15,154
GSEC 4,335 3,062 2,308 9,705
SSCP 4,046 3,013 2,160 11,865
CASP 3,783 1,128 868 5,778
GCIH 3,166 2,010 1,403 6,569
OSCP 2,095 1,850 946 4,891

<A : https://www.bls.gov/opub/ted/2023/job-openings-increased-to-11-0-million-in-december-2022.htm

O CybersecurityGuide7} A7038tal Q& ARo]HHQE Fof 2AAA| =29 @ (DCISA, @CEH, @
CISSP, @CISM, GSecurity+, G®CASP+(Advanced Security Practitioner - CompTIA #&), @)
CND(Certified Network Defender - EC Council #1%), @Forensic A€, @OSCP, (OCRISC, (IPen
Testing Alg, ©CTIA

27) https://cybersguards.com/cyber-security-training/ (10 Hot Cybersecurity Certifications) (2023.08.19. last visited)
28) https://www.coursera.org/articles/popular-cybersecurity-certifications (2023.08.19. last visited)
29) https://cybersecurityguide.org/programs/cybersecurity-certifications/ (2023.08.19. last visited)



- Forensic A9 AlH A2<% © @Certified Digital Forensics Examiner (CDFE) - Milie24)&, ®
Computer Hacking Forensic Investigator (CHFI) - EC-Council A&, (©Certified Forensic
Computer Examiner (CFCE) - IACIS A&, @GIAC Certified Forensic Examiner (GCFE) -
SANS A, ©GIAC Advanced Smartphone Forensics (GASF) - SANS A%, (DEnCase Certified
Examiner (EnCE) & @EnCase Certified eDiscovery Practitioner (EnCEP) - "Wt OpenText A&

- Pen Testing AlE A4 A4S © @Certified Ethical Hacker (CEH), ®GIAC Penetration Tester
(GPEN), (©Licensed Penetration Tester (LPT) Master, (@Offensive Security Certified Professional
(0OSCP))

0 2023 INFOSEC(E3F M w57]3 2 A4S #8780l AT 7o) Bt Fof 44530
: CompTIA Security+ (SY0-601), EC-Council Certified Ethical Hacker (CEHv11), (ISC)*
Certified Information Systems Security Professional (CISSP), ISACA Certified Information
Security Manager (CISM), ISACA Certified Information Systems Auditor (CISA), (ISC)?
Certified Cloud Security Professional (CCSP), GIAC Security Essentials (GSEC)

© 20231 INDEED(7-%17- 2 ko] E)7F /A8 10t) BgF oF A4 F3D © CompTIA Security+,
CompTIA PenTestt, CompTIA Cybersecurity Analyst (CySA+), CompTIA Advanced
Security Practitioner (CASP+), Certified Information Security Manager (CISM), Certified
Information Systems Security Professional (CISSP), GIAC Security Essentials (GSEC),
Certified Ethical Hacker (CEH), Offensive Security Certified Professional (OSCP),
Certified Cloud Security Professional (CCSP)

- 20231 simplilearn”’} 2143k 10t Hot Hof 21453} 5YU32)

30) https://resources.infosecinstitute.com/topics/professional-development/7-top-security-certifications-you-
should-have/ (2023.08.19. last visited)

3D https://resources.infosecinstitute.com/topics/professional-development/7-top-security-certifications-you
-should-have/ (2023.08.19. last visited)

32) https://www.simplilearn.com/top-10-information-security-certification-article (2023.08.19. last visited)



<E 2-31> 22| T MEHES 2ol AAMEZ (B2 MEES) 33

T+ 2 e
» CISSPE 7HA|11 ALOIHERH H2|HE Al&fel Lt &~ S A, CISSP
credential2 MIA| £~22| AO|HEQH T2245 A=, M, |AS & U=
CISSP 30| 9/22 20i5| M2
(Certified S ol =
. » 2020 7EE 7IE22 HMAH 2 148 FHO| CISSP AHASE ER
Information Systems ,_ = =
» Ol A HEAIAH 29t 21F ALAY(ISC squared)?t AlSSHH ALt HOk

Security

. AAILIOR!, 22 T2| £ Al 2E 2|A| HA|(CBK) S T}
Professional) VAHZ 2742 204 27h0] CBK SOIOI0)M 214 SEie| Z0|Lt 27e] CBK
Sojola Cis stelojM 4 ZS 3
P S U HEAARIS 20 A 23 SAE Sag A)d olagls
CISA - IHYHOR AAWEE 3 2= AT
(Certified

Information Systems
Auditor)

> ISACAOIM AlS5he £ CHE AAS2E YE ZAI| SHS 71 A=,

THE70) 2At ZBS EHASHD Ao me| 522 U3
» AARZIS A0 22T} 22 5. AIES 4AIZI0[0 2B 15028

CISM

(Certified
Information Security
Manager)

» HOF O 23 2| YR 2 = ITHEVIE 28t o5 A4S
» ISACA(Information Systems Audit and Control Association)OlA] 275H=
AtH ZHES AIO|HEQH 2OF A 57t HoF 22| 20F 2 33

> 4A2H0] 2002415 S0{0F &

CRISC

(Certified in Risk
and Information
Systems Control)

»IT 2 Jlg lERRIS SIat 20| 2 £l0] USE SYsH= AAZOR, 0
AZZS HRS QRIS BZUA DELD} 8 4 9t £FO02 43
cs 2

» S EQIT/IS AR, 21 2 2o MRl Aefet AEAS

» (PPE G222 L0 AHAZES F01. OrAOF CIPP/A, 7HLICH CIPP/C,
(OF4]

CIPP
(Certified g CPP/E, 0= RIZtHES CIPP/US, Ol= d5AS CIPP/G (OF2] OIAIA])
. . » CIPP/USS| &<, D= Lif Z2fO|HHA| |0 CHSt Ofshss E7t
Information Privacy o = . o =
Professionals) » ANSI/ISO AL} 2A|QIZE & (International Accreditation Forum) HEZ0|
r2t QIgEl= A |2l °1F (CIPP, ICPM, CIPT 38)

» CIPT AHAS2 Q10| &3 R2[9| T2fO|HA| HAHE 2Ot Fusle 4+~ =
clPT Arg Zz0 EE B3 @S 2 HAO|M GOl 2S5 n2qst
(Certified Z2lO|HA| RISt AIF, AMH[A, Azt 7Y QMEZ Ediote 7I1&2] oleint
Information Privacy S Aot 0|50 12 ZE2lO|HAIZ 2L + USS AESH| 28t
Technologist) g 2 QLIS YOIE2RH C08 22 @20t L2 Z2l0|HA| B2

Qs ATEQ0] L AIAE HA|
CHF » MAQl Z¥, ER, BZP|Y 250t ARE A 7|52 ARSI, 252

(Computer Hacking
Forensic
Investigator)

CHCR2 O] AHASO| o)

= [
»EP AIARIO] 2T 2SS HOKS WHS X OfFEES e
HSINR oY NBRE ojol FO| Yol 42| J|&T S2 2R
Q248 D83 20t T 4 US




-
Hr

g
» AR PAEE I2I3|(EC-Coundil)7} HB3He 27t £29| 222
» 0] AAAHZS SiS5RY ABS SO} S10Y, 5U7Ie| WRIY o4 &

CEH
(Certified Ethical
Hacker)

» SHZAM Tt AZS BRSID US2 Y. 2Lt EHHO 242N O
B85t Hel Loy 2Eae By

» A2 =Z 2372 FO| BRI Qlen Bz I S37|H0M =

» Security Analyst, Computer Forensics Analyst, Security Specialist,
Penetration Tester, Security Engineer, Security Code Auditor, Malware

Analyst, Security Consultant SOl|lA| gt 2HA=

:

»IT A7t 2SS0t 2 BR 2HAS012t o 4~ UB. 0] AHFE2
CHEE2Q| 2O 7|5t MH|AE 2l TS 7|22 R|AIS HIAESIH, S7t
47| AO[HEQH 29|12 Lotz 4 9= o] 2

» 710N ZAlete HRIES CompTIAS 474 AHASS &ISE ¢ QIS
CompTIA IT Fundamentals, CompTIA A+, CompTIA Network+, CompTIA
Security+. Security+= @], 23l 2 2ol A0 SHS £

n
In

(CompTIA) AO|HERS| 7|2 Jl=8 CIE
Security+ » AAZSE 2ISotfH T HESA 2ot Z0[ofM 2|4 23 ZF=o| e,
A2 9020[0 z|cf 0=
» Junior Network Administrator, Datacenter Support Technician, Network
Engineer, System Administrator, NOC Technician, Telecommunications
Technician, Cable Technician SO|A| Zglst AHAZ
» 02|0f|= CompPIAE Cybersecurity Analyst (CySA+), CompTIA Advanced
Security Practitioner (CASP+), CompTIA PenTest+ S2| AAZL 2Y
PTAIAS O HEE0t 7142 UZ5HmAt st TRSIIE I3t 23 £20
AHAAY
GSEC » AA| 20t OfZ2|AH|0|He| UBFHOI EoF B ARt HHHS CIEH, O
(GIAC Security AAZ A SAlAbE 2 Aof, g2 22|, HEKA ofE S tist 7|e2
Essentials &5ote 8¥0| AUS
Certification) » GSECE 7l SH9| AHAS2=2AM Yol Ya2|Ea 19| 6, AL,
LEHAE HEHQIE HOt 55 CF
» GSEC A[E2 5A1ZF S9F 18028t
> GIAC (SANS Institute)7} +0i5t= 71 Of2l& AHAS & St
» e HEVIUE QSote 2[4E AHH30|0, fAUECH: HEE0H0| EotE
aSE SHEE ERst USS S

(GIAC Security
Expert)

» SA|2H= 0|0] GSEC, GCIA 2 GCH(2S GIAC / SANS Institute Al2)Z2
HR5t0 Q0{of 310, 0I5 37§ & 27H0M GIAC Gold d4E &SaHok
510, 27H9] GIAC Gold AchievementOflA| A A47t 80 OfAto|ofof &t

» GSE AIE2 A2, AL AA A2 2, o= 2 2 EliR|(solo

presentation and group work)S 23A|7F SOt &% 2= o2l 43y




O w9 FL AHRS Fof AAALES] SAIRS (= &P 7]E, 20233)
- Certified Information Systems Security Professional (CISSP) : $749 (=100%+ €)
- Certified Information Systems Auditor (CISA) : 31 $575, H]3]d $760 (=102%+ ¥)
— Certified Information Security Manager (CISM) : 3] $575, H] 3] $760 (=102%F €)
— Certified in Risk and Information Systems Control (CRISC) : $760 (=102%F ¢)
— CompTIA Security+ : $370 (=50%F €)
— Certified Ethical Hacker (CEH) : $950 to $1,19 (A& A %el wet ohg) (=1277F~160%H
- GIAC Security Essentials Certification (GSEC) @ $249 (2% 24 23] £ (=347 )
- Systems Security Certified Practitioner (SSCP) : $249 (=337 )
- CompTIA Advanced Security Practitioner (CASP+) : $466 (=625 <€)
~ GIAC Certified Incident Handler (GCIH) : $2,499 (d% %4 23] £3) (=3347F )
- Offensive Security Certified Professional (OSCP) : From $999 (Basic package includes
Penetration Testing with Kali Linux (PWK/PEN-200) course, 30 days of lab access,

and one exam attempt) (=1347H-E)

o

o ISC2(International Information System Security Certification Consortium, 1989d%-E]) &<
AT S <GE 2-32>9 2e3

- ISC2ZE AolHuol AEVIE A% wE D AFL AR = w9y 27

0 ISACA(Information Systems Audit and Control Association, 1969FE]) £ #4= 3§32
<E 2-33>3 25
- IT Az S4E & 54 de7t 89
- 7 AFAF(ISACA CERTIFICATIONS) 5& 9 : CISA, CISM, CRISC, CDPSE, CGEIT
- A4 JAF(ISACA CERTIFICATES) 7% +9%9 @ CCAK(Certificate in Cloud Auditing
Knowledge), COBIT, Cybersecurity Audit, Cybersecurity Fundamentals, Emerging
Technology, IT Audit Fundamentals, I'T Risk Fundamentals

33) https://www.coursera.org/articles/popular-cybersecurity-certifications (2023.08.19. last visited)
34) https://www.isc2.org/certifications (2023.08.19. last visited)
35) https://www.isaca.org/credentialing / https://www.isaca.org/credentialing/certifications (2023.08.19. last visited)
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* ANAB : ANSI National Accreditation Board

CCsm

*

Certified in Cybersecurity

Entry-Level (2783 T2s)
22 AZ&WE (ASHAIZE LK)

(AlE2t=]

1. Security Principles

2. Business Continuity (BC), Disaster
Recovery (DR) & Incident Response
Concepts

3. Access Controls Concepts

4. Network Security

5. Security Operations

CCSPg
*
Certified Cloud Security
Professional
54 oY ¢R4d T
ANAB(ISO/IECE= 17025)
U.S.DoD 8570.1(ZHE591)

(AlEtz]

1. Cloud Concepts, Architecture and
Design

2. Cloud Data Security

3. Cloud Platform & Infrastructure
Security

4. Cloud Application Security

. Cloud Security Operations

. Legal, Risk and Compliance

o U

CISSPe

*

Certified Information Systems
Security Professional

54 o4 AFEH T2

ANAB(ISO/IECEZ 17024)

U.S.DoD 8570.1(=8H2501)

(AlE2t=]

1. Security and Risk Management

2. Asset Security

3. Security Architecture and
Engineering

4. Communication and Network Security

5. ldentity and Access Management
(IAM)

6. Security Assessment and Testing

7. Security Operations

8. Software Development Security

CGRGCsm

*

Governance, Risk and
Compliance Certification

24 oA 2E Te
ANAB(ISO/IECEZ 17026)
U.S. DoD 8570.1(2540l)

(AlE2t=]

1. Information Security Risk
Management Program

2. Scope of the Information System

3. Selection and Approval of Security
and Privacy Controls

4. Implementation of Security and
Privacy Controls

5. Assessment/Audit of Security and
Privacy Controls

6. Authorization/Approval of
Information System

7. Continuous Monitoring

CISSPg ISSAP
*
Information Systems Security
Architecture Professional

CISSP 25 £ 2
AFEH L
ANAB(ISO/IECEZ 17029)
U.S.DoD 8570.1(ZHHE40l)

R

AlEtz]

1. Architect for Governance,
Compliance and Risk Management

2. Security Architecture Modeling

. Infrastructure Security Architecture

4. ldentity and Access Management
(IAM) Architecture

5. Architect for Application Security

6. Security Operations Architecture

w

CISSPg ISSEP
*
Information Systems Security
Engineering Professional

CISSP 25 & 2
AFZEY L
ANAB(ISO/IECEZ 17030)
U.S.DoD 8570.1(ZEHE491)

A ojyel

(AlE2t=]

1. Systems Security Engineering
Foundations

2. Risk Management

3. Security Planning and Design

4. Systems Implementation,
Verification and Validation

5. Secure Operations, Change
Management and Disposal




CISSPg ISSMP

*

Information Systems Security
Management Professional

CISSP 2§ & 2'H 0|49
dPEH LR
ANAB(ISO/IECEZ 17031)
U.S.DoD 8570.1(ZEHE49l)

(AlE2t=]

1. Leadership and Business
Management

2. Systems Lifecycle Management

3. Risk Management

4. Threat Intelligence and Incident
Management

5. Contingency Management

6. Law, Ethics, and Security
Compliance Management

CSSLPg

*

Certified Secure Software
Lifecycle Professional

44 oY g2Ey Te
ANAB(SO/IECEZ 17027)
U.S. DoD 8570.1(=22H2490)

AlEtz]

1. Secure Software Concepts

2. Secure Software Requirements

3. Secure Software Architecture and

Design

. Secure Software Implementation

. Secure Software Testing

6. Secure Software Lifecycle
Management

7. Secure Software Deployment,
Operations, Maintenance

8. Secure Software Supply Chain

[N

SSCPe

*

Systems Security Certified
Practitioner

44 O g2AH Te
ANAB(ISO/IECEZ 17027)
U.S. DoD 8570.1(25401)

(AlE2t=]

1. Security Operations and
Administration

2. Access Controls

3. Risk Identification, Monitoring and
Analysis

4. Incident Response and Recovery

5. Cryptography

6. Network and Communications
Security

7. Systems and Application Security




<¥ 2-33> ISACA 2% X435

CISAe

*

Certified Information Systems
Auditor

SAASS N B2

(AlE2t=]

1. Information Systems Auditing
Process (21%)

2. Governance & Management of IT
(17%)

3. Information Systems Acquisition,
Development & Implementation
(12%)

4. Information Systems Operations
(23%)

5. Protection of Information Assets
(27%)

CISMe

*

Certified Information Security
Manager

SAAEE Al 84 =

ZYS 4ot CISM QIZS 5

OlLHol AEE 4 S

(AlEtz]

1. Information Security Governance
(17%)

2. Information Security Risk
Management (20%)

3. Information Security Program
(33%)

4. Incident Management (30%)

CRISCe

*

Certified in Risk and
Information Systems Control

i

A 242 A= AF 24 E3t

e

A=)

1. Governance (26%)

2. IT Risk Assessment (20%)

3. Risk Response and Reporting
(32%)

4. Information Technology and
Security (22%)

A G2 149,000 =2{(012)

A AAS ERAF 1512

A G2 149,000 =2{(0|2)

A 212Z 292} 4,80k

i o2 151,000 ©2{(012)
A AAS 2RA 30+

rel o

CDPSEe

*

Certified Data Privacy Solutions
Engineer

e
rix

2424 9l

—

OlN

Al

el

M St

e

[AEne]

1. Privacy Governance (Governance,
Management & Risk Management)
(34%)

2. Privacy Architecture (36%)

3. Data Lifecycle (30%)

CGElTe

*

Certified in the Governance of
Enterprise IT

2 242 9Z A M St
oo
E_I_L

(Algtz]

1. Governance of Enterprise IT (40%)
2. IT Resources (15%)

3. Benefits Realization (26%)

4. Risk Optimization (19%)

CSX-Pe

*

CSX Cybersecurity Practitioner

T o1& 150,000 F2(0)=)

A 242Z 292} 1.60H

T o8 141,000 F2(01=)

A AHZ HQAt 83+




A2 A AJREE JY A5 AR L2

L Ayt 9744 &= 2%

<E 2-34> 7|E MEES 2of AHMTO EXMY : BalH MEES 22

7=
LH36) Q137)
‘ Expert ISMS-P QISAAMA GSE(GIAC Security Expert)
* (HE713) PIAGHoIA R dsimot m2012) CISM(Certified Information Security Manager)
: ;g 0L|‘7|A|- CISSP(nformation Systems Security Architecture Professional)
. CRISC(Certified in Risk and Information Systems Control)

a Intermediate 1ISO27001 " o .

o CIPT (Certified Information Privacy Technologist)
A (AR2213) CPPGEHely=RI2IAN y . .

CISA(Certified Information Systems Auditor)
s * (2lg) CRMS
4 GSEC(GIAC Security Essentials Certification)
4 [ ity+
B(_agmner « (A4 LG Security
A (REAN CIPP\Certified Information Privacy Professionals)
A CC(Certified in Cybersecurity)
*TU £ FU OE N 55449 A9, A8 FHT ¢ I AR Qo viasA 2e

(1) (A1A) Aol Y& ] E7} (Cyber Risk Management Specialist, CRMS)

(A1) AojH =2 |MZIE | > 49A| Cishl(HE —?-EJ)OI "*M A2 ZHlot= LEoIAM ZHL1e
Cyber Risk Management FEES 220 ¢
Specialist (CRMS) » A} f[HO|L}, StA AZOI 7IE ’Hﬂ._* 2| Z[AS BRet a7

o @A FUhAA 2 FA YT HOKE, DY JuuE)Y AR AAARRE T
FAHE ARBIAHAY A W)} 98

S AU A, FEAL AFR WAL iz 40 ) D /A3

36) 145 9 (2023), ISMS-P QISAAY AAHA AHZo|A, ek, pdds. =
37) https: //pauljerlmy com/security-certification-roadmap/ [Security Certification Roadmap % 2} A4 A =2
SAeA = 2023.08.19. last visited]
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o 919 el (Risk Menagemen) 2] ARke] & YL A5 4 9 F202 FA43]
glste] Apdel] B AFS LA ool AYORNE AAe BES] A UG oy
EEERINELEER EEEE

=
Quron A ANE FYsty, 98¢ FHNE QA5 FHS, o FHo|
8

- A= YA ARES e A PAHS TIEH= AlolEFR Ad A9w 9ot
o= AdRE A9stus AR B YFdert 23y Ziﬂi B

o ISO/IEC 2700101301 A= ISMS(u kel )] el @ wao] A 788 $A] F%o]
% EAlol 7w Wask Yekn A

Aoz Rolehz], 714

94 9 dHow, 27

o WE A% H3d £ YemR F§ bsw AP £ES Aol NP9 5ol

|

O NIST(P|= = HEF7]=A70)E 932 (Risk Management)& 222]¢] w|A @47 =y~
AY &, 719 oI¥A, SDLC Z2A|Z, Al2g 1 7] ZRA 2] 21 Al 2H
dAYeldg g & 229 B S IFS VA= FAHH] deor o0
- 24 Aol AAg AU S THshA Fow, JRES 3 IR He g Ay

Al B Hgo] 2853, sdE ARRE Y IR BE ATV AA1H R Ade

$8% 71 glol, MESAA E740] 4L 5 U8

o Al S H A AR} AAAEE RS Felo] dHel dEs & Aloiy fgue] AE
Ve 718 AAAERA AR 20269 7HA] At oY
o] Alol et JAAE SA St AFdDo] 71edE 4 S A

38) = AE AT (2004), JERES 1T FA 7}01 2l [FE7H - A BA 2R A A E 3]

39) A2 (2018), AR HF e L A<y, AFEETAL pp.b77-597.

40) NIST (2020), Risk Management Framework for Information Systems and Organizations : A System Life Cycle
Approach for Security and Privacy, NIST Special Publication 800-37 Revision 2, PP.6-10.

41) 37| AHBFLAE EERuzts (2022.07.13), “AFolH 109 1Al FA Wb s



(2) (A1) Apolm W ot=8Ls2 A7} (Cyber Literacy Generalist, CLG)

(M) > HRES0| TS JAIT 7IZAMS SS0HY Usts THOIM 24
AfO| 10k BHS 2B} EE BRF JIZAM SRS W & U= 220 AZAE

Cyber Literacy Generalist (CLG) | » Z2A} !
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O OECD-PISA®] AR Aol wpad f-2uel A5 ¢7] 582 OECD HvrHt}l =Rk
o)A} AMS FESHE TEe FHe9How yehy gy txdg EaEo] )7l A
Q= A8 <8 92-1 FF>42)

- olo] ARE= TAE A7ES A-FE-88k=d Badh AAy ggs 2kE Qs

A" QA gelsha, 1008 HAE AP ARG FA F0

k1
rir

o AfelW nekptsenrl AAAEE oE
AsAuAFA FUTE Fog WAL 471719 AE 7% Az

oR £8% 5 e A7 5L YYD F dE UL G A

42) OECD (2021), 21st-Century Readers DEVELOPING LITERACY SKILLS IN A DIGITAL WORLD.
43) BAFA &5 (2022), AL JAAFA Tt
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